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Lorenz Kuhlee, is RISK Team’s Principal 

Consultant, and Team Leader for the Forensics 

and Investigative Response Team-Verizon with 

over 15 years of experience in information security.  

 

His casework has spanned over various industries, 

including, retail, finance, healthcare, and 

intelligence. Prior to joining Verizon, Lorenz 

worked for the Police Academy Wiesbaden/Hesse, 

Germany as a Cybercrime investigator and trainer 

for the academy.  

 

Mr. Lorenz has a Computer Science degree from 

Karlsruhe/Germany. 



Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or 

distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement. 

3 

An ongoing study into the 

world of cybercrime that 

analyzes forensic evidence to 

uncover how sensitive data is 

stolen from organizations, 

who’s doing it, why they’re 

doing it, and, of course, what 

might be done to prevent it.  

Data Breach Investigation Report Series 
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Welcome to the Data Breach Investigations Report, 2015 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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2014 DATA BREACH INVESTIGATIONS REPORT 

92 
THE UNIVERSE OF THREATS MAY SEEM LIMITLESS, 

BUT 92% OF THE 100,000 INCIDENTS WE’VE 

ANALYZED FROM THE LAST 10 YEARS CAN BE 

DESCRIBED BY JUST NINE BASIC PATERNS. 

Conducted by Verizon with contributions  

from 50 organizations from around the world. 

POINT-OF-SALE INTRUSIONS 

WEB-APP ATTACKS 

PAYMENT CARD SKIMMERS 

CRIMEWARE 

DOS ATTACKS 

INSIDER MISUSE 
PHYSICAL THEFT AND LOSS 

CYBER-ESPIONAGE 

% 

MISCELLANEOUS ERRORS 
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Countries Represented 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Security Incident DNA – Leads to 9 Patterns 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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9 Incident Patterns - nothing new from last year 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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70% 
of attacks show 

secondary victim 

75% 
spread from 

victim 0..1 within 

one day  

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 

Victim Demographics 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Incident Patterns Over Time  

          Confirmed Data Breaches 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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7 million 
vulnerabilities 

exploited in 2014 

99% 
compromised 

more than a 

year after CVE 

10 CVEs 
account for 97% of 

2014 exploits 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 

Common Vulnerabilities Dominate 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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23% 
of recipients opened 

phishing messages 

11% 
of recipients clicked on 

attachments 

82 seconds 
from start of a phishing 

attack to first bite 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 

Phishing Remains a Threat 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Phishing Email 

 
       Nothing new? 
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What? It is a PDF! 
        Why? 



Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or 

distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement. 

/JS                     0 

/JavaScript             0 

/OpenAction           0 

$ python pdfid/pdfid.py Status_zu_Sendung_211322227952.pdf  

PDFiD 0.2.1 Status_zu_Sendung_211322227952.pdf 

 PDF Header: %PDF-1.6 

 obj                   21 

 endobj                21 

 stream                18 

 endstream             18 

 xref                   0 

 trailer                0 

 startxref              2 

 /Page                  1 

 /Encrypt               0 

 /ObjStm                4 

 /JS                    0 

 /JavaScript            0 

 /AA                    0 

 /OpenAction            0 

 /AcroForm              0 

 /JBIG2Decode           0 

 /RichMedia             0 

 /Launch                0 

 /EmbeddedFile          0 

 /XFA                   0 

 /Colors > 2^24         0 

Common Analysis 

 
       NO findings! 
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<</S/URI/URI(http://aetomatic.com/FPNxkwfmJS)>> 

<</S/URI/URI(http://aetomatic.com/FPNxkwfmJS)>> 

<</S/URI/URI(http://www.dhl.de/)>> 

python pdf-parser.py Status_zu_Sendung_*.pdf -o 103 -f  -w 

Malicious Link 

 
   Not detectable with state-of-the-art methods! 
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lNo „fancy“ APT techniques – pure Email !!! 
lPDF is a common attachment in Emails. 
lInside the Email no malicious i.e. Header 
lPDF no malicious Java etc. 

lSecond layer (PDF) results in  
lbypassing state-of-the-art detection 

 

  

What has been changed for the victim? 

 
     One additional double-click 
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170M malware events intercepted 

across 20,000 organizations 

80-90% were unique to a 

single organization 

95% of malware types showed 

up for less than one month 

4 of 5 survived less than one week 

Malware Sophistication 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Indicators: Feed Overlap 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Indicators: Count of Days Observed 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 



Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or 

distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement. 

Vector of Malware Installation 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Actions Within Web Application Attacks 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Actions Over Time (Breaches) 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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External Actor: Motive 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Smallest deficit 

on record 

The Detection Deficit 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Verizon Cases Security Controls 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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HR Department (Corporate LAN) 

CC-Processing (Datacenter) 

Web Server 

File Server (Datacenter) 

Mail Server 

1) Intelligence gathering, Point of entry 

2) Malware, C&C 

3) Lateral movement, Asset dicovery 

4) Malware, RAM Scraper 

5) Data exfiltration 

How is a „Hack“ performed: 
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Contact 

http://www.verizonenterprise.com/DBIR 
DBIR@verizon.com 

Lorenz Kuhlee 

Verizon RISK Team 

 

lorenz.kuhlee@intl.verizon.com 

+49 (0)174 989 0622 
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2014 Year in Review 
SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 

The Neferious Nine 

      Data Breaches Only 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Breach Clustering 

           By Industry 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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Incident Patterns Over Time  

      Spanning all Incidents 

SOURCE: VERIZON 2015 DATA BREACH INVESTIGATIONS REPORT 
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We use different techniques and information at 

different stages to break the attack (kill) chain quickly. 

Internal Packet Capture 

Perimeter Packet Capture 

Internal IT (Server, AD) 

Internal Content 

Perimeter Content 

Internal Network Sec 

Perimeter Network Sec 

Internal NetFlow 

Internet NetFlow 
Monitoring Analytics Hunting 
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DETECTION INTENSITY 

RECON TARGET DEPLOY EXPLOIT C&C EXFIL 

Narrow the Gap Between Compromise and 

Discovery 
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Security Awareness – Books in English 
SOURCE GOOGLE BOOKS NGRAM VIEWER 
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Security Awareness – Books in German 
SOURCE GOOGLE BOOKS NGRAM VIEWER 
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How do you detect? 

What are the challenges? 

Data Exfiltration: A Few Lines Added 
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l0000000: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52  .PNG........IHDR 

l0000010: 00 00 00 40 00 00 00 40 08 06 00 00 00 aa 69 71  ...@...@......iq 

l0000020: de 00 00 08 4e 49 44 41 54 78 da ed 9b 79 6c 54  ....NIDATx...ylT 

l0000030: 55 14 c6 d9 94 68 0c 50 16 65 91 ad d0 96 a5 a6  U....h.P.e...... 

l. . .  

l0000860: ed fc 01 eb f4 c9 64 ef c2 c9 85 34 fa 8d f5 f3  ......d....4.... 

l0000870: f9 ff 01 1b 74 00 8e 88 f5 12 11 00 00 00 00 49  ....t..........I 

l0000880: 45 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 35  END.B`.47XXXXXXX 

l0000890: 33 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 32  XXXXX19|5|2017|2 

l00008a0: 32 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 65  20|MXX J X BXXXX 

l00008b0: 6c XX XX XX XX XX XX XX XX XX XX XX XX XX XX 36  ll|JXX|BuXXXXl|6 

l00008c0: 38 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 43  8 London RoadXXX 

l00008d0: 6f XX XX XX XX XX XX XX XX XX XX XX XX XX XX 4f  XXXXXXX|WATERLOO 

l00008e0: 56 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 7c  VILLE|||PO8 8EW| 

l00008f0: 30 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 7c  0XXXX 3XXXX7|GB| 

l0000900: 72 XX XX XX XX XX XX XX XX XX XX XX XX XX XX 79  rXXXXXXXXXXl@XXX 

l0000910: 2e XX XX XX XX XX XX XX XX XX XX XX XX XX XX 33  .com..47XXXXXXX3 

Web Browser still shows the picture! 

Hexadecimal view on the altered file 

      Right-Click to Download 
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• Fusion of APT and Cybercrime 

 

 

• Criminals get smarter, and aim for the big pot 

 

 

• High level financial technologies are available to criminals 

 

 

• Feeling secure doesn‘t mean we are secure  

 

 

• Security is always 2 steps behind – close the defection deficit gap 

 

 

• The question is not if we get hacked, but how quick we find out 

Conclusion – Wake Up 


